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Wireless video surveillance systems (WVSS) are deployed in large
environments for use in strategic places such as town centers, public streets,
and airports and play an essential role in protecting critical infrastructure.
However, WVSSs are vulnerable to unauthorized access due to weak login
credentials, which leads to their exploitation to launch cyberattacks on other
systems, such as distributed denial-of-service attacks. Hence, it is essential
to secure these systems from unauthorized access. This paper proposes the
Mamdani fuzzy inference system (FIS)-based password checker algorithm to
estimate the password strength ratio (PSR) of internet protocol (IP) cameras
and internet of things (1oT) devices. This algorithm composes three stages,
the password extraction stage, which evaluates the input parameters of FIS
from the real-time streaming protocol (RTSP) protocol using a counter of
password characters. Then, the processing stage uses Mamdani FIS to
optimize the input parameters to calculate the PSR. Finally, the alarm stage

will notify the system administrator about weak loT nodes. Unlike the
existing approaches, this algorithm improves detection accuracy by
informing the system administrator about threatened nodes. Extensive
experiments are carried out to determine the efficiency of the proposed
algorithm. The results confirm the efficiency of the proposed algorithm with
high accuracy, which outperforms existing schemes.
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1. INTRODUCTION

The internet of things (IoT) is a concept that represents connected objects and devices of all types
over the wired or wireless internet with an expanded ability to communicate with each other to perform a
variety of functions [1]. In this context, sensors on 10T devices provide a continuous connection between the
devices and the physical environment. Indeed, modern 10T devices have a set of sensors (e.g., microphone,
light sensor, accelerometer, and so on) that enable more efficient and user-friendly applications [2].

Wireless video surveillance systems (WVSS) based on loT are becoming increasingly popular
recently. The government, private organizations, residential societies, and public spaces use it to monitor
different activities for security and safety [3]. WVSS has the advantages of remote and continuous
monitoring [4]. The use of internet protocol (IP) based wireless closed-circuit television (CCTV) cameras is
growing popular in the current context [5]-[8] due to technical aspects such as flexibility, ease of use, and
cost. WVSS employed in a variety of applications all over the world. Over several decades, surveillance
technology has progressed from analog to packet switching systems (over IPv4 & IPv6 networks).
Furthermore, because of the widespread and popular 10T, WVSS has become affordable. As a result, the
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market for security equipment in connected homes has increased by 36% in recent years [9]. Because of their
persuasion, practicability, and affordability, WVSS have become commonplace in our daily lives. WVSS
have become commonplace in our daily lives.

WVSS source nodes consist of IP cameras, a transceiver, storage, a central processing unit (CPU),
and a power supply. Each node performs video compression, data transfer, and video capture as a
fundamental function. In addition, each wireless node's CPU and transmission unit handle a large amount of
video data without compromising information and security, which is a problematic issue in WVSS
applications [10]. Figure 1 illustrates the overall architecture of a functional WVSS.
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Figure 1. Overview of wireless video surveillance system [8]

These systems are vulnerable to unauthorized access attacks resulting in privacy and security issues;
French web host OVH was exposed to distributed denial of service (DDoS) attack-Mirai [11] in September
2016, which was the most significant DDoS attack ever recorded. The source of the junk traffic was a botnet
made up of 145,607 hacked digital video recorders and IP cameras, with the ability to generate traffic of 1
mbps to 30 mbps from every single IP address. This botnet can launch DDoS attacks that exceed 1.5 tbps; it
was the target of a record DDoS attack that flooded this web host at a rate of 620 gbps, where the reason for
this attack was the default credentials, as mentioned in [11]. In Japan in May 2018, over 60 cameras
nationwide were illegally accessed [12], and in most cases, a message that reads "i'm hacked. bye2" has been
left on their screens by the hacker; the reason for this attack is the default passwords as a mentioned. In June
2017, F-secure discovered multiple vulnerabilities in Foscam-made IP cameras [13]. The vulnerabilities
allow an attacker to remotely control a device and its video feed and download files from its built-in server.
The attacker could access the network and its resources if an exploited device has access to a local network.
An attacker could also use the device to perform other malicious activities, such as DDoS attacks against
other parties. As mentioned in the above article, changing the default password is recommended; this is the
best practice that should always follow. As mentioned above, the reasons for the above attacks are using
default login credentials and poor security and privacy features. The motivation for an attacker could be
violating privacy, access to video footage, access to the WVSS network, disabling video feeds, and
performing DDoS attacks. Because WVSSs are employed in essential areas, only authorized agents should be
able to monitor and manage them. Privacy and security are the primary issues while using such systems.
Therefore, a mechanism is needed to detect the weakness of passwords for WVSS-IP cameras.

Existing password checker approaches are discussed. There are two basic approaches to calculating
password strength. The first approach is based on the complexity of the password itself, such as calculating
password strength as Shannon entropy [14] or employing statistical approaches [15]-[17]. The second
approach is to simulate the adversary's password-guessing abilities, such as calculating password strength as
the number of guesses required by an attacker to guess a given password [18]. Many studies have shown that
the password-entropy measure is ineffective for measuring the strength of user-chosen passwords and is only
suitable for assessing the strength of randomly generated passwords [19]. For user-created passwords, the
entropy metric requires knowing the probability distribution of passwords. Accurate measurement of the
password probability distribution requires a significant number of password samples [16]. Password checkers
for password meters frequently utilize the password's "entropy™ or "score" to estimate password strength,
such as NIST password entropy [20]. This approach is also known as rule-based password-strength measures.
Rule-based methods use various bonus and decrement rules to measure the password's “entropy." Password
scores are often calculated by password length, the usage of digits, lowercase letters, uppercase letters,
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special characters in the password, and whether or not the password contains blocklisted words. The rule-
based password measure algorithm zxcvbn [21] separates a given password into many patterns and then
evaluates the entropy of each pattern separately. The following patterns are taken into account: repeat (e.g.,
222, fff); sequence (e.g., 4567 and abcd); reversed (to reverse a word, e.g., drow); keyboard (e.g., qwerty).
Suppose any of these weak patterns emerge in a given password. In that case, the algorithm only considers
that specific part of the password to take it from a limited space of possibilities for calculating overall
strength. The final password entropy is calculated as the sum of the entropy of each pattern. Password
guessing, which examines the strength of a password from the standpoint of an attacker's abilities, is an
approach that is similar to password strength estimation in many aspects. Password-guessing algorithms list
the guesses in descending order of probability, which implies that the most common passwords are checked
first, and a password guessed later is stronger. As a result, researchers frequently utilize the number of tries to
determine password strength [18]. In [22], [23] designed a guess-number calculator for password-guessing
algorithms to compute the number of guesses for a given password directly. It associates a password with the
number of guesses necessary to guess the password. The guess-number calculator does not require running a
guessing algorithm but can know the number of guesses for each password. For example, the guess-number
calculator for the PCFG algorithm constructs a lookup table based on a training set and then computes the
number of guesses for each password. This lookup table, however, is computationally slow to generate.
tableAmico et al. [23] adopted an approximation method to calculate the number of guesses when employing
n-gram models. Dell’Amico et al. [24] proposed a technigque that does not need running a password-guessing
algorithm to count the number of guesses for a given password. This technique utilizes fewer training data
resources and has high convergence properties. Castelluccia et al. [25] proposed a password meter using
Markov models. This method uses the Markov model to assign probabilities to each password, then uses the
password's probability as the password strength. Melicher et al. [26] suggested a password-guessing attack
technique based on an artificial neural network. The neural network may be reduced to several hundred
kilobytes without significantly reducing password-guessing efficacy. similar to Markov models, neural
networks in this technique are trained to produce the next character of a password given the previous
characters. Cho et al. [27] proposed a HELPSE method to estimate the password's strength. It's a lightweight
password strength estimation (LPSE) algorithm through a homomorphic encryption (HE) domain; this
proposed method adopts numerical methods to perform the operations of the LPSE algorithm, which isn't
provided in HE schemes. In addition, the LPSE algorithm is modified to increase the number of iterations of
the numerical methods given depth constraints. Rule-based algorithms evaluate strength based on the password
structure and some weak password patterns, and their accuracy is determined by their ability to capture the
properties of user-chosen passwords. The current rule-based password-strength metric is insufficiently accurate due
to the complexity of the users' password [28]. Password-guessing methods are thought to be the most accurate
measurements of password strength [22], [24]. Still, they require prohibitive computing resources and a large
amount of disk space, making them unsuitable for measuring password strength for password meters.

Regardless of these points, this paper develops and applies a fuzzy inference system (FIS) model based
on loT for checking the password strength in WVSS. The key benefits of the proposed approach are: i) this tool
has a fast calculation speed to find an optimal solution, making it a suitable tool for real-time optimization of the
password checker system, ii) unlike existing systems, the FIS-based approach optimizes the password characters to
check the password's strength, and iii) unlike the existing systems, the proposed system detects the weak password
and notifies the system administrator. The main idea of this paper is to apply the Mamdani FIS approach and
evaluate its performance to optimize password characters to identify weak passwords.

2. PROPOSED IOT-FUZZY BASED PASSWORD CHECKER SYSTEM

In this loT-fuzzy system, the Raspberry Pi chip was used as a controller, IP Camera, and two
wireless antennas as transmitter/receiver devices. When the controller detects a weak password by checking
the IP camera using the password checker algorithm, the algorithm will send an alert to the central system
and cloud server that contains the warning from this IP camera node with the strength of the IP camera
password as a percentage. This algorithm is applied to all IP cameras in the system.

The main aim of this system is to provide security and privacy for WVSS. The hardware module
includes Raspberry Pi, IP camera, transmitter/receiver devices, hub device, and internet source. The block
diagram of the proposed system is shown in Figure 2. IP camera and transmit device are connected to the
Raspberry pi board directly through the hub device. Then the Raspberry Pi accessed the internet for the
notification to be uploaded to the cloud server. Finally, the password checker algorithm detects weak
passwords using the Mamdani FIS. Five password attributes (length, no lowercase, no uppercase, no digit,
and no special character) will be relied on as input parameters of FIS, and the output parameter will be called
the password strength ratio (PSR).
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Figure 2. Block diagram of the proposed system

2.1. Password checker algorithm

The password checker algorithm using Mamdani FIS shown in Figure 3 consists of three steps:
1) password extraction and evaluate the input parameters stage, 2) processing stage (FIS), and 3) alarm stage.
In the password extraction and evaluate the input parameters stage, five attributes are extracted from the IP
camera's real-time streaming protocol (RTSP) link [29] using the counters. The RTSP is an application-level
network communication system that transfers real-time data from multimedia to an endpoint device by
communicating directly with the server streaming the data. This attribute was used as input parameters:
length, no lowercase, no uppercase, no digit, and no special character. Firstly, the length is the sum of
alphabets, digits, and symbols in the password. No lowercase is the sum of lowercase alphabets in the
password. No uppercase is the sum of uppercase alphabets in the password. No digit is the sum of digits in
the password. Finally, no special char is the number of symbols in the password.

Processing stage; the Mamdani FIS [30] was applied. The FIS includes three main components,
fuzzification, rule base, and defuzzification, as shown in Figure 4. The fuzzification transforms the crisp
value represented by the five input parameters into a degree of membership by using the corresponding
membership functions. Rule base includes a set of linguistic statements called rules. These rules are in the
form of IF antecedent, then consequence, where the antecedent consists of fuzzy input variables connected by
logical functions (e.g., and, or, not), and the consequence is a fuzzy output variable called PSR. The
defuzzification transforms the fuzzy output (PSR) into a crisp value that determines the password strength as
a percentage. Finally, in the alarm stage. The algorithm will upload a notification with PSR of the IP camera
to the cloud server and central system to alert the system administrator of this IP camera.

Start
Extract password from RTSP link
v
Evaluate input parameter
* Length * No. digit

* No. lowercase  * No. special char
* No. uppercase

v

Fuzzy Inference System

v

Password Strength Ratio

!

Upload notification to the cloud server
and central system
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Figure 3. Flowchart of password checker algorithm
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2.2. Password checker algorithm

The FIS is one of the most famous applications of fuzzy logic [31]. It can be helpful to achieve
classification tasks, process control, online decision, and support tools.

2.2.1. Input membership functions design

Each input membership function is represented by a fuzzy set with two linguistic variables: weak
and good. The equations of each input membership function for each linguistic variable are shown below,
and its graphical representation is shown in Figure 5 for length, Figure 6 for no lowercase, Figure 7 for no
uppercase, Figure 8 for no digit, and Figure 9 for no special char.
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2.2.2. Rule base design

Figure 8. No digit membership function
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Figure 9. No special char membership function

The relationship between the inputs (length, no lowercase, no uppercase, no digit, and no special
char) and the output variable (PSR) is performed through a collection of fuzzy rules. Every rule uses
AND/OR connectors to associate various input factors with a specific output. The fuzzy rules for the
password checker system are described in Table 1.

Table 1. Rule base of Mamdani FIS

Rules Antecedents Consequence
No Length No lowercase No uppercase No digit No special Psr
1 Weak Weak Weak Weak Weak Bad password
2 Weak Weak Weak Weak Good Bad password
3 Weak Weak Weak Good Weak Bad password
4 Weak Weak Weak Good Good Weak password
5 Weak Weak Good Weak Weak Bad password
6 Weak Weak Good Weak Good Weak password
7 Weak Weak Good Good Weak Weak password
8 Weak Weak Good Good Good Weak password
9 Weak Good Weak Weak Weak Bad password
10 Weak Good Weak Weak Good Weak password
11 Weak Good Weak Good Weak Weak password
12 Weak Good Weak Good Good Normal password
13 Weak Good Good Weak Weak Weak password
14 Weak Good Good Weak Good Normal password
15 Weak Good Good Good Weak Normal password
16 Weak Good Good Good Good Normal password
17 Good Weak Weak Weak Weak Normal password
18 Good Weak Weak Weak Good Normal password
19 Good Weak Weak Good Weak Normal password
20 Good Weak Weak Good Good Normal password
21 Good Weak Good Weak Weak Normal password
22 Good Weak Good Weak Good Strong password
23 Good Weak Good Good Weak Strong password
24 Good Weak Good Good Good Strong password
25 Good Good Weak Weak Weak Normal password
26 Good Good Weak Weak Good Strong password
27 Good Good Weak Good Weak Strong password
28 Good Good Weak Good Good Strong password
29 Good Good Good Weak Weak Secure password
30 Good Good Good Weak Good Secure password
31 Good Good Good Good Weak Secure password
32 Good Good Good Good Good Secure password
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2.2.3. Output membership function design

PSR is the output membership function of the Mamdani FIS model. The PSR represents five
linguistic variables (LV): bad password, weak password, normal password, strong password, and secure
password. The range of each linguistic variable is shown in Table 2. The graphical representation of the
triangle functions is shown in Figure 10.

Table 2. Output membership function of Mamdani model with range

LV MF Range a b c
Bad password [0,25] - 0 25
Weak password [0,50] 0 25 50
PSR Normal password [25,75] 25 50 75
Strong password [50,100] 50 75 100
Secure password [75,100] 75 100
1.0-
0.9-
0.8-
- gé: = Bad Passwold
&’ 0:5- — mffn:;a;;;iwgrd
204 i
0.2-
0.1-
0.0-}
0 25 50 75 100 PSR

Figure 10. Output membership function of Mamdani FIS

The output of each rule is a fuzzy set derived from the output membership functions and the
implication method of the FIS. The FIS's aggregation method aggregates these fuzzy output sets into a single
fuzzy set. Then the combined output fuzzy set is defuzzified using the center of gravity (CoG) method as
shown below to obtain the final crisp output value.

— fupSR.PSR dPSR

PSR S upsr dPSR (1)
Where Hpsr are the membership functions for output (PSR) of each linguistic variable, the result of (11) is the
PSR (crisp value) as a percentage.

3. EXPERIMENTAL RESULTS

The experimental results in Table 3 are obtained after executing the password checker algorithm on
WVSS, shown in Figure 11. The obtained results showed that the password checker algorithm had high
accuracy in detecting weak passwords. The algorithm notified the system administrator with an alert to
change the login password, as shown in Figure 12.

Table 3. Experimental results of PSR

Passwords PSR (%)
Admin 8.333
Fliradmin 50.000
123456 8.333
Whbox123 50.0
Adminl234@# 74.999
ADMINfire12&$ 90.277

Node : 192.168.0.123
Password Strength : 8.333333333333336 %
Warning ! This node is vulnerable to Unauthorized Access

please change the default credentials
visit http://192.168.0.123

Figure 11. Hardware configuration for WVSS Figure 12. Alert message for the system administrator
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4. CONCLUSION

This work studies the vulnerability of a WVSS in the internet environment against unauthorized
access by using weak passwords; a password checker algorithm was proposed to measure the strength of
login credentials. The algorithm is based on the Mamdani FIS model and achieves much higher accuracy
than commonly used password meters. Furthermore, the fine-grained measurement of the password strength
provided by this algorithm allows for very precise feedback to the system administrator. The accuracy of this
algorithm was evaluated by performing extensive experiments and showed that it outperforms existing
schemes. In the future, an loT-based fuzzy system will be upgraded to detect physical attacks on the WVSS
and loT devices.
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