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In this paper, we study uplink-downlink non-orthogonal multiple access (NOMA) sys-
tems by considering the secure performance at the physical layer. In the considered
system model, the base station acts a relay to allow two users at the left side commu-
nicate with two users at the right side. By considering imperfect channel state infor-
mation (CSI), the secure performance need be studied since an eavesdropper wants to
overhear signals processed at the downlink. To provide secure performance metric,
we derive exact expressions of secrecy outage probability (SOP) and and evaluating
the impacts of main parameters on SOP metric. The important finding is that we can
achieve the higher secrecy performance at high signal to noise ratio (SNR). Moreover,
the numerical results demonstrate that the SOP tends to a constant at high SNR. Fi-

access nally, our results show that the power allocation factors, target rates are main factors
Secure performance affecting to the secrecy performance of considered uplink-downlink NOMA systems.
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1. INTRODUCTION

Due to high demands in terms of system capacity and spectrum efficiency, the traditional orthogonal
multiple access (OMA) has been unable to meet the user needs associated with the rapid growth of internet
of things (IoT) and mobile communications [1]-[7]. In order to meet the heavy demand for mobile services,
non-orthogonal multiple access (NOMA) is researched in recent years with promising applications [8], [9].
In some scenarios, NOMA benefits to device-to-device communications [10], [11] and cognitive radio (CR)-
aided NOMA [12]-[14] and these are considered as potential key technologies for the fifth generation mobile
communications (5G). The authors Do, et al. in [13] studied the secondary network of the considered CR-
NOMA by enabling the relaying scheme. In such network, the secondary transmitter is able to conduct energy
harvesting (EH) to perform signal forwarding to distant secondary users. Two main metrics including outage
behavior and throughput performance are studied in the context of EH-assisted CR-NOMA while imperfect
successive interference cancellation (SIC) is considered. Reference Do, et al. [14] presented relay-aided CR-
NOMA networks to improve the performance of far users by enabling partial relay selection architecture. They
explored system performance in terms of full-duplex (FD) and half duplex (HD) relays for both uplink and
downlink communications.

Recently, an alternative approach is enabled to conduct cryptography at physical layer security (PLS)
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has considered. This method is more advanced due to complications of secure techniques applied at higher
layers in existing RFID systems. To aim to decrease chance of eavesdroppers getting information from the
legal transmitter, the wireless channel characteristics is utilized to PLS-based system act relevant approach to
against eavesdroppers’ overhearing operations. The authors in [15]-[20] studied PLS applied for a 5G NOMA
system. The authors in [15] explored the two-user case and then extend our results to a multi-user case. The
main results indicated that the given users’ data rate corresponds to positive secrecy rate. The PLS of millimeter
wave (mmWave) NOMA networks was studied for mmWave channels in [16] by examining imperfect CSI at
receivers and the limited scattering characteristics of concerned channels. the formula of the secrecy outage
probability (SOP) was derived since the system adopts random distributions of legitimate users and eavesdrop-
pers. While [15], [16] presented NOMA downlink scenario, the authors in [18] investigated uplink secure
NOMA system. The typical system including one base station, one eavesdropper and multiple users. However,
there is lack of work considering secure performance of uplink-downlink NOMA system under imperfect CSI
circumstance, which motive us to study secure outage probability in this article.

2. SYSTEM MODEL

In this system model, we consider uplink-downlink of two pairs of source-destination S;— D1, So— Dy
under existence of eavesdropper E, shown in Figure 1. The flat slow Rayleigh fading is assumed for all links
and the channel coefficients pertaining to the links S; — R, Sy - R, R —- D1, R - Dyand R — E
are denoted as g1, g2r, ga1, ga2 and g, respectively. Accordingly, the corresponding channel power gains
conform to [g1,|* ~ CN (0, A1), |g2r|> ~ CN (0, A2,), |ga1]> ~ CN (0, Aa1), |gaz|> ~ CN (0, Ag2) and
|lge|” ~ CN (0, \.), respectively.
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Figure 1. System model

Two sources sends their signals to the relay R in the same time. In particular, the received signal at R
can be expressed as [21].

Ys_gr = (91r + hir) Va1 Ps1z1 + (gar + hor) VasPsazo + 1y, (1)

where Py; represents the transmit power at S;; n,. is denoted as the variance of the additive white Gaussian
noise (AWGN) at R with n,, ~ CN (0, Ny); z; is the signal of D;; a; are the power allocation coefficients of
z; transmitted signals with a; 4+ a2 = 1 and assuming that a; > as; h;, is the error term related to imperfect
CSI, which follow a complex Gaussian distributed random variable with CN (0, 07;). In this circumstance,
0}2” is assumed as constant [22].

With regard to higher priority, the relay always first decodes z; by considering 22 as noise. Following
NOMA principle, the system can performs SIC to decode z5. To further compute system performance metric,
we first calculaye the received signal-to-interference-plus-noise ratio (SINR) for symbol z;. Then, we can
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determine the signal-to-noise (SNR) for symbol z,. In particular, these values are given as,

2
a2,052|92r|
2 2 )
A1Ps107,1 T 2052049 + 1

2

u alps1|glr\ w

’Yzl - 2 2 2 17722 -
azpsa2|gar|” + a1ps107, + a2ps20i, +

2

where ps1 = PN—SJ7 Ps2 = };;02 whoch represent SNR at sources.
Next, the signals received at the destinations can be determined. The relay in the second phase wants

to send superimposed signal generated from z; to destinations D;. Therefore, we can achieve the received

signal at D; as.
Yr_p, = (9di + has) (\/ arPrzy + 4/ GQPTZZ) + ngi 3)

where hg; is the error term which is considered as a complex Gaussian distributed random variable with
CN (O7 0’31-); ng; stand for the variance of the additive white Gaussian noise (AWGN) at D; with ng; ~
CN (0, Ny).

By processing signals transferred from R, D; decodes its intended symbol z; when it treats zo as
noise. Then, we compute corresponding SINR of z; at D; as.

2
d a1pr|garl
Yoy = . 5 4)
a29r‘9d1| + prog + 1

where p, = %.

At the other side, user D, first decodes z; and then employing SIC to achieve signal zo . At user Ds,
SINR of z; and the SNR of 25 at are expressed respectively by.

,Yd _ alpr|gd2|2 d _ a2pr|gd2|2 )
1—2 Q2Pr|gd2|2 + ,07’0'32 + 17 zZ2 pr0.32 + 1
The received signal at E' from R can be expressed as.
Yp = Ye (\/G1Pr21 + \/azprzz) + ne. (6)

After employing the parallel interference cancellation (PIC) scheme, the received SINR at the eaves-
dropper to detect D;’s message can be formulated by [23].

Ve = aipelgel’ 7

where p, = %_
€

In the next step, the achievable secrecy rates of two pairs of users can be examined. Following (2),
(4), and (7), we compute the achievable secrecy rates of S1 — D as.

+
1 R T

xi = [logg min (==, L) | ®)
+721 +721

where [2]* = max {0, z}.
From (2), (5) and (7), the achievable secrecy rates of Sy — D5 is written as.

+
1 1+9% 149f,, 1+72
X = 5 |logymin 2 2F oy ST )
2 Ltag, 14, 1475

In the next section, we intends to examine secure performance metric which relies on secrecy rates
obtained in these steps.
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3.  SECRECY OUTAGE PROBABILITY (SOP)
3.1. SOP for user pair S; — D,

To evaluate SOP performance, the secrecy outage event S; — D1 need be known when z; cannot be
securely decoded by R or by D1, the SOP for S; — D; can be expressed as [23], [24].

SOPp =Pr(x1 < R1)
oy 14
=1-Pr (mln (vai, 1+v§1> > ’Yd1>
14 14 ~d (10)
=1-Pr +7212%z1 Pr i?%ﬁ .
1+ L+,

Uy Wy

3.1.1. Proposition 1
The SOP of user pair S; — D; is approximated computed as.

Ps1 AL 1K1 .
SOPr =1+ exp (5152 - ) Ei(—B182), (11)
D1 ’Ydlpe)\e)\e(12p52>\2r alpsl)\lr ( )
where ¢; = vq,— 1,74, = 228, (i = 1,2), R; is the target data rate for user D;, k1 = a1p510%, +a2p52025+1,
o 2 oo . K2Ydy @1PeT+P1K2 =z _ YdyPeXeR1t+psiAir o
Ky = progy + 1, m = fo exp( (a1 —asé1—arasva, pe) prAas Ac)dac, B = T Pereaspar Bo =
P1a2ps2 1

a1ps1 A1y Az’

3.1.2. Proof
From (10), ¥, can written by.
1+77,
\Ill = Pr (W Z ’ydl)

=Pr (7% > ¢1 +va,75,)
2 $ra2ps2|g2r |2+ 161 +7a; a1pelgel® (a2psz]g2r > +r1 (12)
=Pr |glr‘ Z allpsl ( )

cT(azpsay+r1)+Prazpsay+oé
_ fooo fooo (1 . F|glr|2 (’Ydlam z(azp 2ya11<p15)1 102052y 151))f|ge|2 (x)f\ggr|2 (y) dzdy,

where ¢1 = 74, —1 and k1 = a1ps103,+asps20io+1. By conveying the Rayleigh distribution with probability
density function (PDF) and cumulative density function (CDF) fy 2 (x) = w% exp (f ) Fiyp () =

ox
1—exp (74/2%) , U1 can be formulated by

__ oo oo _ Ydy a1pe®(azpsaytri)tdrazpsaytding \ 1 oz )\ 1 oy
\Ill_fo fO eXp( a1ps1 A1y e OXP X )Xo EXP A2r dxdy

_ 1 1 1k 00 oo _ (vaypelazpsay+ri) 1 [ d1a2ps2 1
e A2r exp ( alpslklr> fO fO exp < < Ps1A1r + Ae T ) exp a1ps1 A1 + A2r Y
xdzxdy

_ 1 _ ik 00 Ps1iAir _ [ $1a2ps2 1
T e exp( alPs1>\1r) fO Vdq PeAe@2pPs2YtYdy PeAek1tPs1A1r €xp a1ps1 A 1r + Ny | Y dxdy.

13)
By applying some polynomial expansion manipulations and based on [25] (3.352.4) a5, we obtain ¥
as.
RP. K .
Uy =LA e (MQ - ¢“> Ei(—£152) (14)
Yd, peAeO/stQ)Qr alpsl)\lr
11 PeAek1HPs1A1r azps
Where ﬁl = ’Yd’)fﬂ Pe/\leu&ppbl»z : ’62 = ilpjgxfr Tir
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From (10), W5 can written by

12
Uy =Pr T, 2 T

=Pr (’)/gl > ¢1 + ’ydl’yg)

2 K2Ydy a1pelge|®+1r2
= > 1
Pr{lgml” > (a1a2(¢1+7d1a1pe|ge|2))pw-)

_ [>® K2Ydy @1PeT+P1K2
=Jo <1 = Flgup ((al—a2(¢1+'ydla1pex))pr>>f96|2 () dx

N R i e i Y

a1—a2$1—a1a2%d, Pcﬂ?)ﬂrAdl e

K2Ydy A1PeT+P1K2
a1—azp1—aiazvya, pew)prkdl

= )\iefoooexp 1

where ko = pro% + 1.
It completes the proof.

3.2. SOP for Sy, — D,

15)

Similar the user pair S; — D, we need examine the secrecy outage event for user pair So — Ds.
Several cases are examined such as R cannot detect zo, Dy cannot detect its own message zo when Dq can

detect z; successfully. As a result, we compute the SOP for user pair Sy — D3 as.
SOPR? =Pr(x2 < Re)
_ Y, 14af,, 1AL
=1-Pr <m1n (vaz , 1+;§227 1+7§z 2 YVdy
142 1+ 1474
=1-—Pr ¢2’7d2 Pr wZ% Pr Tz > g, |-
1+17¢, 1+7¢, L+75,

(o3} Doy i3

3.2.1. Proposition 2
The exact SOP for user pair Sy — D is calculated by.

K302

s2 A2y )
SOsz _q1_ a2ps2 A2 a2pr Ad272 ox ( K102

’il’yd2a2pe)‘e + a2p52)\2r (537d2a2pe)\e + a2p7‘)\d2) )\e

_ 2 _ (oo w3 ($2+7ap azpe) x
where k3 = proj, + 1,12 = [, exp (—( 2 o i)dm

a1—a2¢2—Yd, a2a2pc)
3.2.2. Proof
From (16), ®; can be calculated as.
1+~2
@1 = Pr (1+,\/§2 = ’de

=Pr (7% > ¢ +Va,75,)
— Py (|92r|2 > K1¢2+K1Ydy a2pe|ge

a20s2

= [*(1- F192FR1YdyazpeT

= J7 (1= B, o (ROt ) ) () da
=L __rad o _ (favaya2pe | 1
_Aﬁm% wm&)h(m% (@Mhr+Awax

_ azps2Aar K1¢2
= X —_
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‘ 2

where ¢g = v4, — 1.

Cagps2dar 2P Ad

(16)

).

7

(18)
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Next, 5 can be computed as.

1 d
@, = Pr (72 > 1y,
=Pr (71,2 > d2 + 72,75,
2
—pP 2o 13 (p2+7aya20¢|90]?)
T l9a2l” = (a1—azpa—vayazazpelgel?)pr (19)

_ [ _ r3(pa+vaya2pe)
= fo (1 Flgas)? <(al_a2¢2_w2a2a2pex)m))fga2 () dx

1 poo Hs(¢2+7d2a2peai) z
= 5 ex — — L )dx
Ae fU P ( (a1—a2¢2—vayazazper)priaz e ’

where K3 = pr03, + 1.
Using result from (16), ®3 is expressed by.

17,
(I)3 = PI' 1+'Y§2 = ’ng

=Pr (PYgQ Z ¢2 + ’de’YzeQ)
— Py ‘9d2|2 > K3P2+K3Ydy G2pPc|ge|

2

azpPr (20)
_ [ K3P2+K3Vdy A2PeT
- fO (1 - F‘|9d2‘2 ( azpr2 ))flqe|2 ($) dx
1 K3 ) K3Ydo a2 Pe 1
= P _a2/33r)\2d,2> fO exp <_ ( azPiAdQ + )\75) $) dz
_ a20rAd2 K32

<p [ —
K3Ydo a2PeAet020r Ad2 exXp a2prAdz2

This is end of the proof.

4. SIMULATION RESULTS

To conduct these simulations, We Set p = ps1 = psa = P, 0 = O2) = Oy = 02 = O2g.

In Figure 2, we show the SOP versus transmit SNR at the source. It can be seen clearly that higher
transmit power at the source will enhance SOP performance, especially in high SNR region. By assigning
different power allocation factors, the second user pair Sy — Dy outperforms that that of S; — D; when SNR
is greater than 20 dB. The higher power factor a; = 0.9 leads to improvement of SOP for S; — D;. Similarly,
we evaluate the impact of rates R; < Ry on SOP performance, shown in Figure 3. The lower requirement of
target rates indicate the best SOP among three cases of R; < Rs examined. In Figure 4, we can see similar
SOP performance for two user pairs when we change o. It can be concluded that the quality of channels make
influence on SOP metric..

SOpP

]
—— 5 D, ama. L 2N e * —— 5~ D, ana. AL RS ®
— = 8- D, ana. o o -m - — 5D, ana. NN
O =08 sim. -~ O Ry = Ry= 0.7 (bps/Hz) sim. o . S
O a=085sim. O Ry = Ry= 0.8 (bps/Hz) sim. S ]
¥ = 0.9 sim. Y Ry = Ro=1 (bps/Hz) sim. ~ o~
102 L L L L L L 102 L L L L L L L ~
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
p (dB) p (dB)

Figure 2. SOP for S; — D7 and S3 — D, versus p as  Figure 3. SOP for S; — D; and S — D5 versus p as
changing a; with Ry = Ry = 1 (bps/Hz), o = 0.001, changing R; = Ry with a; = 0.9, 0 = 0.001,
Ar =Xy =L Agp =2, A, =1, Pe = —20 (dB) Ar =y =L A2 =2, A =1, Pe = —20 (dB)
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Figure 4. SOP for S; — Dy and S5 — D5 versus p as changing o with a; = 0.9, Ry = Ry = 1 (bps/Hz),
Ar = Ao = 1, Ag2 =2, A = 1, p. = —20 (dB)

5. CONCLUSION

This paper investigates the joint uplink and downlink approach to evaluate SOP performance of two
user pairs. By assigning fixed power allocation, we can derive exact formulas of SOP for two user pairs.
Specifically, we can conclude that SOP will be enhanced at high transmit power at the sources. We further
examine the impacts of target rate on SOP performance. Under the existence of eavesdropper, we guarabtee
operation of uplink-downlink if we control the quality of channels. Furthermore, we have found that the
imperfect CSI has slight impact on SOP performance.
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